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[bookmark: _Toc517096488]13.3	Authentication and static authorization
[bookmark: _Toc517096489]13.3.1	Authorization and authentication between network functions and the NRF
NRF and NF shall authenticate each other during discovery and registration. If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for mutual authentication of the NRF and NF.
If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS or physical security.
When NRF receives message from unauthenticated NF, NRF shall support error handling, and may send back an error message. The same procedure shall be applied vice versa.
After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.
For non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s). As described in clause 4.17.4 of TS23.502 [8].
For roaming scenario, the NRF of the NF Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.
[bookmark: _Toc517096490]If the NRF finds NF service consumer is not allowed to discover the expected NF instances(s) as described in clause 4.17.4 of TS 23.502[8], NRF shall support error handling, and may send back an error message.
13.3.2	Authentication and authorization between network functions 
Authentication between network functions within one PLMN shall use one of the following methods:
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for authentication between NFs.
-	If the PLMN does not use protection at the transport layer, authentication between NFs within one PLMN may be implicit by NDS or physical security.
 When an NF receives message from other unauthenticated NF, the NF shall support error handling, and may send back an error message. 
If the PLMN uses token-based authorization, the network should use protection at the transport layer.
Depending whether token-based authorization is used or not, authentication between network functions shall be performed in one of the following ways:
-	If token-based authorization is used within one PLMN, the service consumer NF shall authenticate the service producer NF at transport layer before trying to access the service API. The service producer NF may authenticate the service consumer NF at transport layer.
NOTE 1: 	Authentication of the service consumer NF towards the service producer NF will be implicit by authorization, which can only be granted after successful authentication of the service consumer NF towards the NRF.
-	If token-based authorization is not used within one PLMN, service consumer NF and service producer NF shall mutually authenticate before performing access to the service API. The service producer NF shall additionally check authorization of the service consumer NF based on local policy before granting access to the service API. 
NOTE 2: Authentication between network functions in different PLMN is implicit by authentication between NF-SEPP as in clause 13.3.3, SEPP-SEPP as in clause 13.2 and SEPP-NF as in clause 13.3.3.
	
[bookmark: _Toc517096491]When local policy check is failed, NF service provider shall support error handling, and may send back an error message
13.3.3	Authentication and authorization between SEPP and network functions 
NOTE 1: This clause also describes authentication and authorization between SEPP and NRF, because the NRF is a network function.
Authentication between SEPP and network functions within one PLMN shall use one of the following methods:
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for authentication between SEPP and NFs.
-	If the PLMN does not use protection at the transport layer, authentication between SEPP and NFs within one PLMN may be implicit by NDS or physical security.
A network function and the SEPP shall mutually authenticate before the SEPP forwards messages sent by the network function to network functions in other PLMN. 
[bookmark: _Toc517096492]13.3.4	Authentication and authorization between SEPPs
Authentication and authorization between SEPPs in different PLMN is defined in clause 13.2.

[bookmark: _Toc517096493]13.4	Authorization of NF service access
[bookmark: _Toc517096494]13.4.1	OAuth 2.0 based authorization of Network Function service access
[bookmark: _Toc517096495]13.4.1.0	General
The authorization framework uses the OAuth 2.0 framework as specified in [43]. Grants shall be of the type Client Credentials Grant, as described in clause 4.4. of [43]. Access tokens shall be JSON Web Tokens as described in [44] and are secured with digital signatures or Message Authentication Codes (MAC) based on JSON Web Signature (JWS) as described in [45].
The authorization framework described in clause 13.4.1 is mandatory to support for NRF and NF.
[bookmark: _Toc517096496]13.4.1.1	Service access authorization within the PLMN
OAuth 2.0 roles, as defined in clause 1.1 of [43], are as follows:
a.	The Network Resource Function (NRF) shall be the OAuth 2.0 Authorization server.
b.	The NF service consumer shall be the OAuth 2.0 client.
c.	The NF service producer shall be the OAuth 2.0 resource server.

OAuth 2.0 client (NF service consumer) registration with the OAuth 2.0 authorization server (NRF)
The NF service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF service consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.

Access token request before service access
The following procedure describes how the NF service consumer obtains an access token before service access.  
Pre-requisite:
a.	The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).
b.	The NRF and NF service producer share the required credentials when token validation is performed by the NF service producer. 
c. The NRF and NF have mutually authenticated each other. 



Figure 13.4.1.1-1: NF service consumer obtaining access token before NF service access
1. The NF service consumer requests an access token from the NRF in the same PLMN. The message  includes the NF Instance Id of the NF service consumer,  expected NF service name, NF types of the expected NF instance and NF consumer. 
2. If the NRF decides that NF service consumer can be authorized (based on the information sent by the NF service consumer in the access token request), the NRF shall generate an access token with appropriate claims included. The NRF shall digitally sign the generated access token based on a shared secret or private key as described in [45].
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF Instance Id of the NF Service Producer (audience), authorized services (scope) and expiration time (expiration).
Editor’s Note: Additional claims in the token are FFS.
3. If the authorization is success, Tthe token is included in the response sent to the NF service consumer. Otherwise it shall reply based on Oauth 2.0 error response defined in RFC6749.
Service access request based on token verification
The following figure and procedure describe how authorization is performed during Service request of the NF service consumer.


Figure 13.4.1.1-2: NF service consumer requesting service access with an access token
Pre-requisite: The NF service consumer is in possession of a valid access token before requesting service access from the NF Service producer.
1.	The NF Service consumer requests service from the NF service producer. The NF Service Consumer includes the access token. 
Editor’s Note: Additional parameters needed in step 1 are based on the included claims in the token and are FFS.
The NF Service consumer and NF service producer authenticate each other following clause 13.3.
2.	The NF Service producer verifies the token in one of the following ways:
-	Request the NRF to verify the token. The NRF verifies the token and responds back to the NF service producer.
-	 The NF Service producer verifies the integrity of the token by verifying the signature using NRF’s public key or checking the MAC value using the shared secret. If integrity check is successful, the NF Service producer verifies the claims in the token.
Editor’s Note: Details of verification of claims in the token are FFS.
3.	If the verification is successful, the NF Service producer executes the requested service and responds back to the NF Service consumer. Otherwise it shall reply based on Oauth 2.0 error response defined in RFC6749.
[bookmark: _Toc517096497]13.4.1.2	Service access authorization in roaming scenarios 
In the roaming scenario, OAuth 2.0 roles are as follows:
a.	The visiting Network Resource Function (vNRF) shall be the OAuth 2.0 Authorization server for vPLMN and authenticates the NF service consumer. 
b.	The home Network Resource Function (hNRF) shall be OAuth 2.0 Authorization server for hPLMN and generates the access token.
c.	The NF service consumer in the visiting PLMN shall be the OAuth 2.0 client.
d.	The NF service producer in the home PLMN shall be the OAuth 2.0 resource server.
OAuth 2.0 client (NF service consumer) registration with the OAuth 2.0 authorization server (NRF)
Same as in the non-roaming scenario in 13.4.1.1.
Obtaining access token independently before NF service access
The following procedure describes how the NF service consumer obtains an access token for use in the roaming scenario. 


Figure 13.4.1.2-1: NF service consumer obtaining access token before NF service access (roaming)
Pre-requisite:
a.	The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).
b.	The NRF and NF service producer share the required credentials when token validation is performed by the NF service producer.
c.	The two NRFs have mutually authenticated each other.
1.	The NF service consumer invokes Access Token Request (NF Instance Id of the NF service consumer , Expected NF service Name, NF Type of the expected NF instance, NF type of the NF consumer, home and serving PLMN IDs) from NRF in the same PLMN. 
2.	After successfully authentication of the client, the NRF in serving PLMN identifies the NRF in home PLMN (hNRF) based on the home PLMN ID, and requests token from hNRF as described in clause 4.17.5 of [8]. The vNRF forwards the parameters it obtained from the NF service consumer, including NF service consumer type, to the hNRF.
3.	If the hNRF decides that NF service consumer can be authorized, the hNRF shall generate an access token with appropriate claims included. The hNRF shall digitally sign the generated access token based on a shared secret or private key as described in [45].
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF Instance Id of the NF Service Producer (audience), authorized services (scope) and expiration time (expiration).
4.	If the authorization is success, TtThe access token is included in Access Token Response message to the hNRF. Otherwise it shall reply based on Oauth 2.0 error response defined in RFC6749.
5.	The vNRF forwards the Access Token Response or error message to the NF service consumer.
Service access request based on token verification
Same as in the non-roaming scenario in 13.4.1.1.
[bookmark: _Toc517096498]13.5	Security capability negotiation between SEPPs
The security capability negotiation allows the SEPPs to negotiate which security mechanism to use for protecting NF service related signalling over N32. There shall be an agreed security mechanism between a pair of SEPPs before conveying NF service related signalling over N32.
When a SEPP notices that it does not have an agreed security mechanism for N32 protection with a peer SEPP or if the security capabilities of the SEPP have been updated, the SEPP shall perform security capability negotiation with the peer SEPP in order to determine, which security mechanism to use for protecting NF service related signalling over N32.  
A mutually authenticated TLS connection as defined in clause 13.1 shall be used for protecting security capability negotiation over N32. The TLS connection shall provide integrity, confidentiality and replay protection.


Figure 13.5-1 Security capability negotiation
1.	The SEPP which initiated the TLS connection sends a Registration Request message to the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service related signalling over N32 (see table 9.3.1.X-1). The security mechanisms are ordered in initiating SEPP’s priority order.  
2.	The responding SEPP compares the received security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both initiating SEPP and responding SEPP. 
3.	The responding SEPP sends a Registration Response message to initiating SEPP including selected security mechanism for protecting the NF service related signalling over N32. 
Editor’s Note: The exact message names are FFS.
Table 13.5-1: NF service related signalling traffic protection mechanisms over N32
	N32 protection mechanism
	Description

	Mechanism 1
	Mechanism defined for Rel-15 as specified in clause xx

	Mechanism n 
	Reserved
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